.ﬁ@l MR SFE
W

E T SNESENEREREMER 2T EIRE

MEH, HER2, FERS, g, &8, AR’
(1. BRHFEARA %R L3 AL R F 8, LT 100029;
2. B R WE EAESFEAMREF S, L7 100080;

3. B RAZ A RS IR 8], LA d T 210007
4, JbRepd K W& F R A5, dbw 100876)

OB PSR PR R R B IR R L P I E B N R Z — . B G RO 2 2 s e AR
JE RSB PPAGFR bR A E S (i 8, ST RIS AU L N 4 e A VAR . AR O
SRR E AR %% (vehicular Ad Hoc network, VANET) BEAT 224 HFR/MBES 0 M, Mg H 2 v ir 8 4n
AR EEXTE 1 TS TR bR R R, RIS T4 AL IR 2 e Fe b AT R AR SR BE M S T, B
K H BT SR E L, T SRR R R AR B AAE, BRI S BEIR 4R VANET [ % 41
P, B80S HATESER . LIRSS HRY, BT DT REVT ZE VANET A 9 & R 1

EHEIR: PREMIBHAZE:; LEVHMSTRIRER R SIS E S AL LAV

FENHES: TP393

MEARERG: A

doi: 10.11959/}.issn.1000-0801.2024239

Intelligent automotive network security evaluation model
based on dynamic weight allocation

MI Rongxin ' LIN Zhigiang 2 QI Jiahao *, YAO Wenwen ', ZUO Jinxin ¥, LU Yueming 4

1. National Computer Network Emergency Response Technical Team/Coordination
Center of China, Beijing 100029, China
2. Data and Technical Support Center of the Cyberspace Administration of China, Beijing 100080, China
3. Jingsu Branch of China Telecom Co., Ltd., Nanjing 210007, China
4. School of Cyberspace Security Beijing University of Posts and Telecommunications, Beijing 100876, China

Abstract: The determination of the weight of evaluation indicators is one of the important factors affecting the secu-
rity evaluation of intelligent vehicle networks. A network security evaluation model based on dynamic weight alloca-
tion was proposesd to address the problem of traditional property rights confirmation methods ignoring the impact of
changes in indicator attribute states on the weight of evaluation indicators. The model first decomposed and analyzed
the security objectives of the vehicle Ad Hoc network (VANET), and constructed its security evaluation index system.

Based on the constructed security evaluation index system, the correlation analysis of security indicators was carried
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out using a sorting and confirmation algorithm. Then, the proposed dynamic weight allocation algorithm was used to

calculate the dynamic weights of each indicator in the index system, thereby achieving the security evaluation of the

intelligent vehicle VANET and obtaining the security level evaluation results. The experimental results indicate that

the model can improve the rationality of intelligent vehicle VANET evaluation.

Key words: intelligent automotive vehicle, security assessment index system, dynamic weight allocation, security

assessment
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